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You Can’t Secure 
What You Can’t See
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Technology 
Advances
Devices are cheaper and 
better, so we can use them 
for security



Security Cameras
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Increasing security with technology
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1. Need people to look at 
footage

2. Identify suspicious behavior



REPORT: San Francisco Considers Installing Cameras with Microphones
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Technology to catch criminals
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ACLU Blog: Using Location Data for Law Enforcement Causes Privacy Concerns
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Increasing 
Productivity
We are interested in giving 
up security and privacy for 
technology that enables 
increased efficiency



GPS Systems
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GPS Systems – But what about security and privacy?
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AI Means the Machines Do the Work 

• Facial recognition
• Identify when unauthorized people 

enter
• Identify when items appear or 

disappear
• Humans going through data is not 

scalable or reliable, and there are 
privacy issues, AI can do the above 
without these issues

• Gain the benefit of real-time
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What About Enterprise IT Security

• Top Threat vectors are through human communication
• Monitoring human communications brings privacy issues
• AI lets machines do the work
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Spending on cybersecurity is at an all time high

• The 2018 U.S. State of Cybercrime survey is conducted annually by CSO in partnership 
with the US Secret Service and CERT at the Software Engineering Institute at Carnegie 
Mellon University. The survey covers the time period of June 2017 to May 2018.

• Of the 515 respondents, 34 percent identified themselves as IT management, 20 
percent said they were in security management, 14 percent said they were business 
management, and the remainder said they were staff or other. The average company 
size was 10,874 people, and 51 percent of respondents said they worked for small-to 
medium-sized companies while 49 percent worked at enterprise-level organizations.

•Average spend: $15m, up from $11m in 2017
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Multiple security tools are in place
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Attacks are Still Getting Through

2019 Verizon Data Breach Investigations Report: 

96% of attacks begin with email

2019 Ponemon Cost of a Data Breach Study:

279 days to identify and contain a breach

$3.92M to detect a breach (up 1.5% from 2018)

$8.19M to detect a breach in the U.S.
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Why? Enterprise Security Lacks Understanding

Textual data is 
everywhere 
within an 
enterprise

Emails, Documents, 

Spreadsheets, Slack, 

SMS, Salesforce, 

Confluence & more.

PHISHING

SOCIAL 
ENGINEERING

INSIDER 
THREATS

DATA LEAK

Current security tools focus on metadata. Lack understanding
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Evolution of AI for Security

CURRENT  STATE OF AI SECURITY AI SECURITY EVOLUTION

Access, Behavior
Regression

Outlier Detection

Network
Clustering

Anomaly Detection

Classification

Context
Stylometric Profiles

Fraud Detection

Content
Coreference Resolution

Semantic Role Labeling

Machine Comprehension

Analytics, 
Statistics

Traditional 
Machine 
Learning

Deep 
Learning

Natural Language 
Processing (NLP)

Natural Language 
Understanding (NLU)

COMPREHENSIVE SECURITY

METADATA METADATA AND TEXTUAL DATA
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Extract Intelligence from Textual Content
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Identify sensitive 
content

Analyze writing 
styles

Extract topics 
and entities

Correlate across emails, 
and documents



Business Email Compromise
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The Financial Crimes 
Enforcement Network 
(FinCEN) July 2019 Analysis
• $300M/month in 

attempted BEC thefts 



Business Email Compromise in the News
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From: Joel Allen <Joel.Allen@açme.com>
To: Janice Crenshaw <Janice.Crenshaw@acme.com>
Monday June 18 2016 at 4.45 PM PDT

Everything should be done for closing on the Leander deal on the 29th. I have sent the closing statements via FedEx. Can 
you set up a wire transfer to go out tomorrow?

Example: Business Email Compromise (BEC)

Is this message a threat?

Phishing Link Detection Pass  ✅

DMARC Checks Pass  ✅

Malware Checks Pass  ✅

DLP Scan Pass  ✅

Congratulations. 
You’ve been Phished!
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Armorblox Brings Understanding to Security

Understand Content and Context

⟨Leander⟩ ⟨deal⟩ Sensitive topic

⟨wire transfer⟩ Request

⟨tomorrow⟩ Urgency

⟨closing statements⟩ Sensitive content

From: Joel Allen <Joel.Allen@açme.com>
To: Janice Crenshaw <Janice.Crenshaw@acme.com>
Monday June 18 2016 at 4.45 PM PDT

⟨Everything⟩1 should be done for closing on the ⟨Leander⟩3 ⟨deal⟩2 on the 29th. I have sent the ⟨closing statements⟩4 via 
⟨FedEx⟩6. ⟨Can you⟩8 set up a ⟨wire transfer⟩5 to go out ⟨tomorrow⟩7?

PHISHING
ATTEMPT
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Increased communications across platforms
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Gartner: Continuous Adaptive Risk and Trust Assessment  (CARTA) 

|      Copyright © 2019 Armorblox, Inc. All rights reserved. Confidential and proprietary information. Do not distribute.25



Continuous, Adaptive Solution
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DETECTPREDICT

RESPOND

PREVENT

Gain unprecedented 
insights from enterprise 
communications and data

Distribute context-
sensitive alerts to 
relevant users, saving 
time for security team

Automate policy 
recommendations by 

learning what is 
important

Policy enforcement 
framework to tag, encrypt, 
and block access to 
sensitive content



Insider Threats

• Five different “personas” according to Verizon Insider Threat Report1

• Careless Worker

• Inside Agent

• Disgruntled Employee

• Malicious Insider

• Feckless Third Party

[1] https://www.verizon.com/about/news/verizon-refocuses-cyber-investigations-spotlight-world-insider-threats
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Insider Threat #1: Careless Worker

• Most common scenarios

• Misaddressed email recipients

• Inadvertent content sharing to external and internal 

persons

• Poorly configured access and/or security controls

• NLU Platform can potentially address these scenarios, 

especially the first two
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Insider Threat #2: Inside Agent

• Most common scenario

• Corporate espionage through unauthorized access of data

• NLU Platform can go much beyond traditional Data Loss 

Prevention(DLP) products 

• By understanding context 

• By understanding communication patterns

• By understanding intent
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Insider Threat #3: Disgruntled Employee

• Most common scenarios

• Disgruntled employee seeks to destroy or incapacitate company 

assets including digital assets

• NLU platform can help alert to such impending actions

• By understanding sentiment

• By understanding intent
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Insider Threat #4: Malicious Insider

• Most common scenarios

• Malicious insider typically steals company data for personal gain

• Differentiated from Inside Agent

• NLU platform can help alert to such impending actions

• By understanding context and restricting access to persons who 

“need-to-know” only
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Insider Threat #5: Feckless Third Party

• Most common scenarios

• Third party with access to sensitive information potentially leaks it 

inadvertently

• NLU Platform can help in preventing and/or mitigating such scenarios

• By understanding communication patterns

• By understanding context (ex: time of expiry) 
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Keep in Mind for Enterprise Security vs Privacy

• Set expectation that all enterprise communications are/can be monitored

• Expectation that personal communications are not monitored

• Avoid personal communication channels when at work

• Use encryption when possible

• Set the appropriate level of privileges for security analysts 

• Using RBAC? Is it effective

• Democratize triage to empower employees and save time for the security analyst

• False positives and machine learning: Use solutions that offer an explanation of why a certain decision was reached, check 

on whether there is a feedback/learning mechanism, make sure it is recorded for posterity
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Thank You!
Learn more: https://www.armorblox.com
Email me:
M@armorblox.com

Follow us on Twitter: @armorblox
@melindamarks

https://www.armorblox.com/
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