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Balancing Security and Privacy with Al



You Can’t Secure
What-You Can’t See




Devices are cheaper and
better, so we can use them
for security




Security Cameras




Increasing security with technology




REPORT: San Francisco Considers Installing Cameras with Microphones

Soc 4

Thursday, March 21st, 2019

SAN FRANCISCO (KGO) -- Smart city or invasion of privacy? More surveillance cameras may soon be
installed in San Francisco streets.

According to the Examiner, the city considering a sweeping installation of devices with cameras,

microphones.

The $19 million proposal to buy the devices comes after San Francisco began testing 60 of them in select
areas of the city since last May.

The devices are raising privacy concerns.
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Technology to catch criminals




ACLU Blog: Using Location Data for Law Enforcement Causes Privacy Concerns

[Il-"

State Data Law Heightens Privacy Protection for
Virginians

. i By Meredith Mason, Strategic Communications Manager , ACLU of Virginia
APRIL 4, 2019 | 4:00 PM

TAGS: Automatic License Plate Readers, Location Tracking, Privacy & Technology

006006

Powerful new technologies make mass
B surveillance easier than ever for law

enforcement. One such technology,

automatic license plate readers ¢
(ALPRs), capture location data that ey

can reveal people’s religious, political, -

sexual, medical, and social activities.

For years, law enforcement agencies
across the country have collected and
stored this data with very little
oversight and few legal constraints.

For the ACLU of Virginia, taking on
this major privacy issue has been a

four-year fight that began with efforts



We are interested in giving
up security and privacy for
technology that enables
increased efficiency




GPS Systems




GPS Systems — But what about security and privacy?

How Waze is using data pacts, beacons, and
carpools to win over cities

prive now




Al Means the Machines Do the Work

* Facial recognition

* |dentify when unauthorized people
enter

* |dentify when items appear or
disappear

* Humans going through data is not
scalable or reliable, and there are
privacy issues, Al can do the above
without these issues

* Gain the benefit of real-time




What About Enterprise IT Security

* Top Threat vectors are through human communication
* Monitoring human communications brings privacy issues
* Al lets machines do the work




Spending on cybersecurity is at an all time high

* The 2018 U.S. State of Cybercrime survey is conducted annually by CSO in partnership
with the US Secret Service and CERT at the Software Engineering Institute at Carnegie
Mellon University. The survey covers the time period of June 2017 to May 2018.

* Of the 515 respondents, 34 percent identified themselves as IT management, 20
percent said they were in security management, 14 percent said they were business
management, and the remainder said they were staff or other. The average company
size was 10,874 people, and 51 percent of respondents said they worked for small-to
medium-sized companies while 49 percent worked at enterprise-level organizations.

* Average spend: S15m, up from S11m in 2017




Multiple security tools are in place
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Attacks are Still Getting Through

2019 Verizon Data Breach Investigations Report:

96%
O of attacks begin with email

2019 Ponemon Cost of a Data Breach Study:

2 79 d ayS to identify and contain a breach
S3 . 9 2 IVI to detect a breach (up 1.5% from 2018)
S8 o 1 9 IVI to detect a breach in the U.S.
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Why? Enterprise Security Lacks Understanding

Textual data is
everywhere
within an
enterprise

Emails, Documents,

Spreadsheets, Slack,

SMS, Salesforce,

Confluence & more.
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Current security tools focus on metadata. Lack understanding



Evolution of Al for Security

Natural Language
Processing (NLP)

Traditional
Analytics, Machine Deep Natural Language
Statistics Learning Learning Understanding (NLU)

COMPREHENSIVE SECURITY . .

CURRENT STATE OF Al SECURITY Al SECURITY EVOLUTION )

Access, Behavior Network Context Content

Regression Clustering Stylometric Profiles Coreference Resolution

Outlier Detection Anomaly Detection Fraud Detection Semantic Role Labeling
Classification Machine Comprehension
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Extract Intelligence from Textual Content

L
Identify sensitive —— —

(]

content
- —  Extract topics
and entities
Analyze writing ——

styles

L]

Correlate across emails,
and documents



Business Email Compromise

20

September.10,.2019

Alert Number
1-091019-PSA

Questions regarding this PSA
should be directed to your local
FBI Field Office.

Local Field Office Locations:
www.fbi.gov/contact-us/field

BUSINESS EMAIL COMPROMISE THE $26 BILLION SCAM

This Public Service Announcement is an update and companion piece to
Business Email Compromise PSA 1-071218-PSA posted on www.ic3.gov. This
PSA includes new Internet Crime Complaint Center complaint information and
updated statistics from October 2013 to July 2019.

DEFINITION

Business Email Compromise/Email Account Compromise (BEC/EAC) is a
sophisticated scam that targets both businesses and individuals who perform
legitimate transfer-of-funds requests.

27 FBI: $1.2B Lost to Business Email Scams

The FBI today warned about a significant spike in victims and dollar losses stemming from

an increasingly common scam in which crooks spoof communications from executives at the

victim firm in a bid to initiate unauthorized international wire transfers. According to the

FBI, thieves stole nearly $750 million in such scams from more than 7,000 vichm
companies in the U.S. between October 2013 and August 2015.

The Financial Crimes
Enforcement Network
(FINCEN) July 2019 Analysis
« $300M/month in
attempted BEC thefts



Business Email Compromise in the News
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Toyota Parts Supplier
Hit By $37 Million Email
Scam

Lee Mathews Senior Contributor ®

Cybersecurity

Observing, pondering, and writing about tech. Generally in that
order.

The Toyota Boshoku Corporation, a major supplier of
Toyota auto parts, reported some distressing news this
week. Fraudsters fleeced the company via an email
scam to the tune of about ¥ 4 billion (JPY). That works

out to just over $37 million at today's exchange rate.

Minnesota DHS Reports Health Data
Breach from 2018 Email Hack

Minnesota DHS recently began notifying lawmakers of a data
breach caused by an email hack from March 2018; phishing and

CYBER SECURITY m

The Phishing Scam That Took Google and Facebook
for $100 Million

9 Scottlkeda — On Apr9,2019

While what he did was at least equal parts forgery and phishing scam, Evaldas

Rimasauskas’ social engineering abilities and apparent deep knowledge of corporate
invoicing processes allowed him to take two of the world's biggest tech companies for $100

million using little more than an email account.

$1.75 Million Stolen by Crooks in Church BEC Attack

By Sergiu Gatlan April 29, 2019 06:49 PM 0

malware attacks complete this week's breach roundup. Imagecreits: St Amibrose Catholi Parsh (diting: Bleeping Computer

Hackers have stolen $1.75 million from the Saint Ambrose Catholic Parish following a successful BEC
(Business Email Compromise) attack which was discovered on April 17 after payments related to the
church's Vision 2020 project were not received by a contractor.



Example: Business Email Compromise (BEC)

Joel Allen
Janice Crenshaw

Everything should be done for closing on the Leander deal on the 29th. | have sent the closing statements via FedEx. Can
you set up a wire transfer to go out tomorrow?

Is this message a threat?

Phishing Link Detection Pass

DMARC Checks Pass Congratulations.
You've been Phished!

Malware Checks Pass

DLP Scan Pass

22



Armorblox Brings Understanding to Security

Understand Content and Context

Joel Allen
Janice Crenshaw

(Everything), should be done for closing on the (Leander); (deal), on the 29th. | have sent the (closing statements), via

(FedEx)¢. (Can you)g set up a ( )s to go out ( )77
(Leander) (deal) Sensitive topic )
( ) Request &
( ) Jrgency PHISHING

(closing statements) Sensitive content / ATTEMPT



Increased communications across platforms

= THE WALL STREET JOURNAL. o e

Yes

Please call me before noon.

~I'll call you for se

A-HED

Texting Moves to the Workplace,
as Do the Awkward Misfires. ‘I’m
Here. I Luv U.

Oversharing colleagues are the least of it; the wrong ‘pumpkinbear’

Sorry! | meant se

" Call you in a sec!! Sorry




Gartner: Continuous Adaptive Risk and Trust Assessment (CARTA)

CARTA Results From the Gartner Adaptive Security
Architecture

Remediate
Design/Model policy change
Investigate incidents/
Retrospective analysis

Respond

25 |  Copyright © 2019 Armorblox, Inc. All rights reserved. Confidential and proprietary information. Do not distribute.

Policy

Mj_q_st_ Im_pianj-ant
posture posture

Continuous
Visibility and
Assessment

Users
Systems

System activity Detect incidents
Payload

Network Confirm and prioritize risk
Contain incidents

Detect

Compliance



Continuous, Adaptive Solution

PREVENT Policy enforcement

framework to tag, encrypt,
and block access to

sensitive content

DETECT

Gain unprecedented
insights from enterprise
communications and data

PREDICT

Automate policy
recommendations by
learning what is
important

Distribute context-
sensitive alerts to
relevant users, saving

RESPOND time for security team

26 Copyright © 2019 Armorblox, Inc. All rights reserved. Confidential and proprietary information. Do not distribute.



Insider Threats
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Feckless Third Party

verizon’ :

business ready s

[1] https://www.verizon.com/about/news/verizon-refocuses-cyber-investigations-spotlight-world-insider-threats
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Insider Threat #1: Careless Worker

* Most common scenarios
* Misaddressed email recipients

* Inadvertent content sharing to external and internal

persons

* Poorly configured access and/or security controls

* NLU Platform can potentially address these scenarios,

especially the first two
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Insider Threat #2: Inside Agent

* Most common scenario

* Corporate espionage through unauthorized access of data

* NLU Platform can go much beyond traditional Data Loss
Prevention(DLP) products
* By understanding context

* By understanding communication patterns

e By understanding intent

29 |  Copyright © 2019 Armorblox, Inc. All rights reserved. Confidential and proprietary information. Do not distribute.



Insider Threat #3: Disgruntled Employee

* Most common scenarios
e Disgruntled employee seeks to destroy or incapacitate company
assets including digital assets
* NLU platform can help alert to such impending actions

* By understanding sentiment

e By understanding intent
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Insider Threat #4: Malicious Insider

* Most common scenarios
* Malicious insider typically steals company data for personal gain
e Differentiated from Inside Agent
* NLU platform can help alert to such impending actions

* By understanding context and restricting access to persons who

“need-to-know” only
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Insider Threat #5: Feckless Third Party

* Most common scenarios
e Third party with access to sensitive information potentially leaks it
inadvertently
* NLU Platform can help in preventing and/or mitigating such scenarios

* By understanding communication patterns

* By understanding context (ex: time of expiry)
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Keep in Mind for Enterprise Security vs Privacy

* Set expectation that all enterprise communications are/can be monitored

* Expectation that personal communications are not monitored

« Avoid personal communication channels when at work ’fmr\&i% | Who is to guard the guards
% | o W8 themselves?
. ‘?} ‘..-.',1
* Use encryption when possible 'w/ ~Juvenal
NI

* Set the appropriate level of privileges for security analysts - <

e S N

* Using RBAC? Is it effective
* Democratize triage to empower employees and save time for the security analyst

* False positives and machine learning: Use solutions that offer an explanation of why a certain decision was reached, check

on whether there is a feedback/learning mechanism, make sure it is recorded for posterity
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Thank Youl!

Learn more: https://www.armorblox.com
Email me:

M@armorblox.com

Follow us on Twitter: @armorblox
@melindamarks

@ Armorblox

Security Powered by Understanding


https://www.armorblox.com/
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