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2019 Gartner Magic Quadrant for
Endpoint Protection Platforms
« 20 vendors listed (24 interviewed)

“This is a transformative
period for the EPP market”

Gartner Magic Quadrant for Endpoint
Protection Platforms, August 2019
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SURVIVAL OF THE FASTEST

TO STAY AHEAD .
YOU MUST: ITmin 10min 60min
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Initial Execution Persistence Privilege Defense Credential Discovery Lateral Collection Exfiliration Command Impact
Access Escalation Evasion Access Movement & Control

MITRE ATT&CK PHASE
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5 CRITICAL ELEMENTS TO ENDPOINT PROTECTION
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Prevention Detection Hunting Anticipation Readiness



PREVENTION - STOP BAD STUFF

= Known and zero-day malware
= Ransomware

» Fileless and malware-free
threats

= Always on



PREVENTION-FOCUSED FEATURES @

Machine Learning

Behavioral
Exploit blocking
Memory protection

AV
fetebell

Custom whitelisting and
blacklisting

" Integrated threat
intelligence/I0Cs

= Protects without daily updates

NTEST

The Independent IT-Security lnstmm
Magdedury Germany

= Protects online and offline






DETECTION - ALERT FAST

= Detect attacks that prevention missed

= Fast

= Accelerate investigations and response
= Minimize false positives

= Collect data for forensics, investigations

= Develop and execute response
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DETECTION-FOCUSED FEATURES ﬂ

* Endpoint Detection and Response (EDR)

= ML, Behavioral, Threat Intelligence —
= Kernel visibility eliminates blind spots N

= Visualizations ‘ 0.
= Deep forensic data even if endpoint is unavailable, inaccessible or g s

destroyed

= Full context detections and alerts including threat intelligence data

4
= Response actions w
MITRE ATT&CK EVALUATIONS g/
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Credential Access via Credential Dumping

A PowerShell script appears to be launching mimikatz, a password dumping
utility. This is often launched as part of a PowerShell exploit kit. Decode and

review the script

® High
Follow Through
Execution via Exploitation for Client Execution

Java executed with an unusual set of arguments. This might indicate a Java-

based exploit. Review the command line.

® Critical
Follow Through

Exfiltration via Data Compressed

A RAR archive was written by a process with suspicious command line

arguments.




MANAGED THREAT HUNTING - @
SEE AND STOP THE THE UNKNOWN

" Proactive hunt for stealthy, sophisticated threats
= Reduce attacker dwell time

" Prioritize the most urgent alerts and ensure critical incidents are not
missed

" Guide response

= Augment current security team



MANAGED THREAT HUNTING-FOCUSED FEATURES

In-house experienced and dedicated threat hunters

247 vigilance

Access to deep pools of telemetry

Immediate access to real-time threat intelligence

Provides guidance during incidents

Tightly integrated into endpoint platform
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THREAT HUNTING FINDS THE HARD STUFF

Large Financial Mid-sized Telecom  Small Academic

n X.

leveraged for remote to deliver malicious
RDP login used to download Chrome extensions
implants, bypassing
detection
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ANTICIPATION - PREPARE FOR WHAT’S COMING A

= Maximize defenses

= Prioritize activities and resources

" Proactively defend against future attacks
= Accelerate detections

= Expedite investigations and remediation



ANTICIPATION-FOCUSED FEATURES
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READINESS - HARDEN THE BATTLEMENTS

" Find and eliminate risks
» Reduce exposure to attacks



READINESS-FOCUSED FEATURES

= Vulnerabilities

= Account usage

" Provides a real-time view of assets in the environment
= |dentifies rogue and unsupported systems

= Causes no impact on endpoints (no scanning)

= Does not require additional agents

= Application usage
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PUTTING IT TOGETHER

HUNTING
See and Stop

‘ @ the Unknown

‘=" DETECTION
Alert Fast

PREVENTION
Block Bad Stuff
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PUTTING IT TOGETHER
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DEFINING THE
SECURITY CLOUD
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NEXT-GEN EDR DEVICE THREAT I TURNKEY  VULNERABILITY THREAT MALWARE MALWARE
ANTIVIRUS CONTROL HUNTING HYGIENE SECURITY MANAGEMENT INTEL SEARCH ANALYSIS

alcon Falcon Falcon Falcon Falcon Falcon Falcon Falcon Falcon Falcon
Prevent Insight Device Control OverWatch Discover Complete Spotlight X Search Sandbox

ENDPOINT SECURITY SECURITY & IT OPERATIONS THREAT INTELLIGENCE




S [ART YOUR FREE TRIAL

crowdstrike.com/freetria I
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