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ENDPOINT PROTECTION – 2019

Gartner Magic Quadrant for Endpoint 
Protection Platforms, August 2019

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document 
is available upon request from Crowdstrike. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise 
technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research 
organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any 
warranties of merchantability or fitness for a particular purpose.  GARTNER is a registered trademark and the Gartner Peer Insights Logo is a trademark and service mark of Gartner, Inc., and/or 
its affiliates, and is used herein with permission. All rights reserved. Gartner Peer Insights reviews constitute the subjective opinions of individual end users based on their own experiences, and do not 
represent the views of Gartner or its affiliates. All reviews and ratings are current as of August 26, 2019.

2019 Gartner Magic Quadrant for 
Endpoint Protection Platforms
• 20 vendors listed  (24 interviewed)

“This is a transformative 
period for the EPP market”
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SURVIVAL OF THE FASTEST
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HOW?
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5 CRITICAL ELEMENTS TO ENDPOINT PROTECTION

Prevention Detection Hunting Anticipation Readiness
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§ Known and zero-day malware

§ Ransomware

§ Fileless and malware-free 
threats

§ Always on

PREVENTION – STOP BAD STUFF
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§ Machine Learning

§ Behavioral

§ Exploit blocking

§ Memory protection

§ Custom whitelisting and 
blacklisting

§ Integrated threat 
intelligence/IOCs

§ Protects without daily updates

§ Protects online and offline

PREVENTION-FOCUSED FEATURES
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99%



§ Detect attacks that prevention missed

§ Fast

§ Accelerate investigations and response

§ Minimize false positives

§ Collect data for forensics, investigations

§ Develop and execute response
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DETECTION – ALERT FAST



§ Endpoint Detection and Response (EDR)

§ ML, Behavioral, Threat Intelligence

§ Kernel visibility eliminates blind spots

§ Visualizations

§ Deep forensic data even if endpoint is unavailable, inaccessible or 
destroyed

§ Full context detections and alerts including threat intelligence data

§ Response actions
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DETECTION-FOCUSED FEATURES
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§ Proactive hunt for stealthy, sophisticated threats

§ Reduce attacker dwell time

§ Prioritize the most urgent alerts and ensure critical incidents are not 
missed

§ Guide response

§ Augment current security team

MANAGED THREAT HUNTING –
SEE AND STOP THE THE UNKNOWN



2019 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.

§ In-house experienced and dedicated threat hunters

§ 24/7 vigilance

§ Access to deep pools of telemetry

§ Immediate access to real-time threat intelligence

§ Provides guidance during incidents

§ Tightly integrated into endpoint platform

MANAGED THREAT HUNTING-FOCUSED FEATURES
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THREAT HUNTING FINDS THE HARD STUFF

Large Financial Mid-sized Telecom Small Academic

STOLEN CREDENTIALS
leveraged for remote 

RDP login

COMMON MICROSOFT 
ADMIN TOOLS 

used to download 
implants, bypassing 

detection

SPEARPHISHING
to deliver malicious 
Chrome extensions
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§ Maximize defenses

§ Prioritize activities and resources

§ Proactively defend against future attacks

§ Accelerate detections

§ Expedite investigations and remediation

ANTICIPATION – PREPARE FOR WHAT’S COMING



§ Automatically extract intelligence from local threats

§ Provides additional context into alerts and detections for faster, deeper understanding 
investigation

§ Automatic alerts on TI-related activity

§ Ingest third-party IOCs

§ Adversary profile reports 

§ Attack attribtion
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ANTICIPATION-FOCUSED FEATURES
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§ Find and eliminate risks

§ Reduce exposure to attacks

READINESS – HARDEN THE BATTLEMENTS



§ Vulnerabilities

§ Account usage

§ Provides a real-time view of assets in the environment

§ Identifies rogue and unsupported systems

§ Causes no impact on endpoints (no scanning)

§ Does not require additional agents

§ Application usage
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READINESS-FOCUSED FEATURES
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PUTTING IT TOGETHER

Pyramid of Pain

PREVENTION
Block Bad Stuff

DETECTION
Alert Fast

HUNTING
See and Stop
the Unknown
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