
Maturing Your SDLC:

Ch 1. BSIMM Framework
By: William Kiley

Managing Consultant - DevSecOps



Why use a framework?

• Efficiency
– Built-in abstractions to reduce complexity/wheel 

reinvention

• Quality
– Consistent design

– Battle-tested components

• Documentation



Why? efficiency

• Abstractions

• Direction



Why? quality

• Consistent design

• Battle-tested components



Framework… for software security?



BSIMM Framework History

• Since 2009

• Collaborative, quantitative
approach to software security



(Publicly) Participating Firms



Core Domains



All about the activities
• [SM1.4] Identify gate locations and gather necessary artifacts.

• [CP1.2] Identify PII obligations.

• [T1.1] Provide awareness training.

• [AM1.2] Create a data classification scheme and inventory.

• [SFD1.1] Build and publish security features.

• [SR1.2] Create a security portal.

• [AA1.1] Perform security feature review.

• [CR1.2] Have SSG perform ad hoc code review.

• [ST1.1] Ensure QA supports edge/boundary value condition testing.

• [PT1.1] Use external penetration testers to find problems.

• [SE1.2] Ensure host and network security basics are in place.

• [CMVM1.2] Identify software bugs found in operations monitoring and feed them back to 
development.



How to begin?

• ✔ Prep your org

• Assess the current state of affairs



BSIMM Scorecard



How to begin?

• ✔Prep your org

• ✔Assess the current state of affairs

• Make a realistic plan and execute



Questions


