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Why use a frameworke

e Efficiency

— Built-in abstractions to reduce complexity/wheel
reinvention

* Quality
— Consistent design
— Battle-tested components

e Documentation
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Framework... for sofftware security¢




BSIMM Framework History

* Since 2009 Our philosophy

We understand that not all organizations

e Collab | itati
O a O rat lve) q u a nt Itat IVe need to achieve the same security goals,
but we believe all organizations can

a p p rOa C h tO SOft\Na re SeC U rlty benefit from using the same measuring

stick.




(Publicly) Parficipating Firms
& rrane az\:y SplUl‘lk’> aetna

v JPMORGAN CHASE & CO. mwa re MS KE SSON qh NETS U |TE ;{:\1 Fanni('.Macp

F-Secure

soNyY QuAkoww PayPal Fidelity WELLS

Capita/l()ne. '\‘ rainline  Genees Ca?cﬂmua @ slobalpayments

Adobe



Core
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Governance

Practices that help
organize, manage, and
measure a software
security initiative

Learn more

Intelligence

Practices that result in
collections of corporate
knowledge used in
carrying out software
security activities
throughout the
organization

Learn more

SSDL Deployment
TOUChpOIHtS Practices that interface
Practices associated with with traditional network
analysis and assurance of security and software
particular software maintenance
development artifacts and organizations
processes Learn more

Learn more




All about the activities

 [SM1.4] Identify gate locations and gather necessary artifacts.

e« [CP1.2] Identify Pll obligations.

e [T1.1] Provide awareness training.

* [AM1.2] Create a data classification scheme and inventory.

e [SFD1.1] Build and publish security features.

 [SR1.2] Create a security portal.

e« [AALl.1] Perform security feature review.

* [CR1.2] Have SSG perform ad hoc code review.

e [ST1.1] Ensure QA supports edge/boundary value condition testing.
e [PT1.1] Use external penetrationtesters to find problems.

e [SE1.2] Ensure hostand network security basics are in place.

e [CMVML1.2] Identify software bugs found in operations monitoringand feed them back to



How to begine

* & Prep your org
e Assess the current state of affairs
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How to begine

« & Prep your org
o & Assess the current state of affairs
* Make a realistic plan and execute



Questions




