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Dynamic vs Staftic

e What is the difference?




Know the requirements




Know the vulnerabillities
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Application Security Risks — 2017
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Automated vs Manudl

 |n short... both.

* Automated testing offers
— Definition to the review process
— Expertise lending to non-experts
— Speed



Know the fixes

A2 Broken Authentication
:2017

How to Prevent

* Align team knowledge
. . « Where possible, implement _multi-factor authentication to
W I t h b e St p ra Ct I C e S E::;gmi::.lsgmgéead&g(r:i?mlal stuffing, brute force, and stolen

+ Do not ship or deploy with any default credentials, particularly
for admin users.

+ Implement weak-password checks, such as testing new or
changed passwords against a list of the top 10000 worst
passwords.

« Align passwaord length, complexity and rotation policies with
NIST 800-63 B's guidelines in section 5.1.1 for Memorized

Secrets or other modern, evidence based password policies.

« Ensure registration, credential recovery, and AP| pathways are
hardened against account enumeration attacks by using the
same messages for all outcomes.

« Limit or increasingly delay failed login attempts. Log all failures
and alert administrators when credential stuffing, brute force, or
other attacks are detected.

OWAS P TO 1 0 - 20 1 7 * Use a server-side, secure, built-in session manager that
generates a new random session |D with high entropy after

login. Session IDs should not be in the URL, be securely stored

The Ten MOSt Critical Web App"cation Security RiSkS and invalidated after logout, idle, and absolute timeouts




Dynamic Tools

| + Quick Start # | = RequestTResponsest'ﬂ-]

* Open Source

<

Automated Scan

Q 0 WAS I ZA I This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.

[+ quick start # | = Request | Responses= | 4

<] Manual Explore @

This screen allows you to launch the browser of your choice so that you can explore your application while proxying through
ZAP.

The ZAP Heads Up Display (HUD) brings all of the essential ZAP functionality into your browser.

URL to explore: 7http:/‘l B @ Select...

Enable HUD: ]

Explore your application: | Launch Browser ||Firefox ||

You can also use browsers that you don't launch from ZAP, but will need to configure them to proxy through ZAP and to
import the ZAP root CA certificate.

r:

Vhttp://
spider: (V)

Not started

@ with [Firefox |»

u

Please be aware that you should only attack applications that you have been specifically been given permission to test.

E] @ Select...




e
Dynamic Tools

B Burp Suite Professional v2.1 - Temporary Project - licensed to SynerComm [7 user license]

Burp Project Intruder Repeater Window Help

* Professional: e R

Y/ Fitsr  High ~ Medium  Low = Info Cetain  Firm  Tentative J9

Y/ Fiter Running  Paused  Finished
# ¥ Task Time Action Issue type

1. Live passive crawl from Proxy (all traffic) [O:T]

Add links. Add item itself, same domain and 0 items added to site map

Capturing r 0 responses processed
0 responses queued
2. Live audit from Proxy (all traffic) @ @ @ E7

w E B {5 E E J R | —|— Y Audit checks - passive Issues:
0 requests (0 erors)

Captuning:
T

Event log
Ve CED CD €@ oo Blsee ]
Time v| Type Source Message
15:57:43 11 Sep 2019 Info Proxy Proxy service started on 127.(
<« -4 T

Memory: 66.1MB [ ] Disk: 32KB [ ]




Static Tools

* Open Source

sonarQube\\\

if (Provider.class = raleTypeClass) {
ReflectionUtils.getLastTypeGenericArgument(dependen
[ class providedclass = [FW ReflectionUtils.getTypeClass(providedType);

if (this.componentManager.hasComponent{providedType, dependencyDescript
I n providedClass.isAssignableFrom(List.class) || providedClass.

A "NullPointerException" could be thrown; "providedClass" is nullable here.

Reliability
4 Bugs

Security
[+] Security Vulnerabilities

@ Security Hotspots

Maintainability
Q Technical Debt

& Code Smells

o @

39

6 days

319

o



e Professional
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Questions

 Thank you for attending!




